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Topics

Part I – Tuyet Hoang

• Ethical frameworks 

• Global health law landscape

• Challenges in data sharing

• Supporting guidance and networks

• Australian case study 

Part II – Kristy Horan 

• Technical governance 

• Global platforms

• Data standards, interoperability and 
integration



What is ‘data’?



Why Data Governance 
Matters Globally

• Interconnected with all 
components of health system 
and workflow

• Trust, transparency, 
interoperability underpin 
effective public health

• Accelerates surveillance, R&D 
and response

• Risks: privacy, misuse, inequity, 
data sovereignty

Source: Struelens et al, 2024

Source: Wan et al, 2022 Source: NSW Government, 2025

Source: GA4GH



Global agreement shaping data 
governance 

WHO Pandemic Agreement 
(2025) with Pathogens Access 
& Benefit-Sharing (PABS) annex 
under negotiation

International Health 
Regulations (IHR) 
amendments (adopted 1 Jun 
2024; entered into force Sept 
2025)

Nagoya Protocol (ABS) and 
ongoing debates on Digital 
Sequence Information (DSI)



IHRs & Pandemic Agreement

IHR Changes

• All 194 Member States agreed to the package 
of amendments to the IHR on 1 June 2024

• Strengthen global preparedness, surveillance 
and responses to public health emergencies, 
including pandemics

• Commitment to solidarity and equity

• Boosted the process to negotiate a global 
Pandemic Agreement 

• Extended the mandate of the IGWG to 
negotiate the Pandemic Agreement 

Source: WHO News, 20 May 2025

World Health Assembly adopted the historic 
Pandemic Agreement in May 2025, creating a legally 
binding framework to strengthen global preparedness 
and response. 



Current global health law debates:
PABS Negotiations & Sequence 
Sharing

Source: IGWG3 Meeting (WHO, 2025)



Nagoya Protocol

• Sovereignty over genetic resources

• Interacts with other international instruments (IHR, 
Pandemic Agreement, WHO Guidance docs 

• Scope of the Nagoya Protocol
• Focuses on biologicals including plants, animals and 

microorganisms. This incudes derivatives e.g. biochemical 
compounds 

• It does not apply to human genetic resources, however whether 
genomic data falls under Nagoya obligation is under debate

• Challenges with responsiveness on public health 
and outbreak response – Access and benefits 
sharing requirements can slow down access to 
pathogen materials and sequences. 



Global Ethical Frameworks & Principles

• Core principles centred on 
privacy, consent, equity, 
benefit-sharing, proportionality

• FAIR data + CARE principles

• Community engagement & 
transparency build legitimacy

Source: Wilkinson et al. (Nature, 2016); https://www.go-fair.org/fair-principles/



Challenges in Global Data Sharing

Cross-border legal 
conflicts

Data sovereignty

Economic, trade, 
reputational impacts

In-country policy, 
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restrictions
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Collaboration and 
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attribution

Benefit sharing 

Ethical assurance 
and fairness
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In the world of 
genomics



• In response to the rapid global uptake of pathogen genomics.

• However, very little guidance on best-practice implementation models and strategies.

• Initiated the establishment of several global tools and initiatives

Global guidance 

1. Publishing the Global 
Genomics Surveillance 
Strategy to set the 
overarching objectives, 
actions and to align 
global efforts 
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*
*
*
***



WHO Attributes for Genomic 
Data-Sharing Platforms (2025)

Source: Attributes and principles of genomic data-sharing platforms supporting surveillance of pathogens with epidemic and pandemic potential (WHO, 2025)



The International Pathogen Surveillance Network (IPSN) is a global 

network bringing together pathogen genomic actors to improve public 

health decision making

A network of pathogen genomic 
communities, including:

✔ National and regional public health 
systems

✔ Animal and environmental sectors
✔ Policy makers and donors
✔ Academic groups
✔ Private sector business associations
✔ Civil society
✔ International standard organizations

Communities of Practice to solve 
common challenges

Global Partners Forum for genomic 
surveillance

High-level advocacy & comms to keep 
PGS on the agenda

Country Scale-up Accelerator to align 
efforts & enable South-South exchange

Grant funding to enable equity and 
power IPSN projects

Who is the IPSN? What does IPSN do? What will IPSN deliver?



IPSN 

launch

Global 

Partner

s Forum 

2023

TODAY
344 partners

across 99 

countries 

35 partners

18 countries 

94 partners

48 countries 

The designations employed and the presentation of the material in this publication do not imply the expression of

any opinion whatsoever on the part of WHO concerning the legal status of any country, territory, city or area or of

its authorities, or concerning the delimitation of its frontiers or boundaries. Dotted and dashed lines on maps

represent approximate border lines for which there may not yet be full agreement.

Data Source: World Health Organization

Map Production: WHO Emergencies Program

© WHO 2024. All rights reserved.

*Active IPSN partner organizations are defined as organizations that the IPSN engaged in the past 12 months in

any format, including but not limited to consultations, meetings, and workshops, excl. countries in which

global/regional organizations are HQ

Today, the IPSN engages with 344 organisations across 99 countries

Global 

Partner

s Forum 

2024

200 

partners

71 countries 



IPSN is accelerating the development and implementation of its toolkit

Workforce training & 

competencies frameworks…

… helps plan for training and 

workforce development needs

The prioritization tool…

… identifies how to 

prioritize scarce 

resources

The sampling 

framework…

…develops fit-

for-purpose 

sampling 

strategies

The country capacity 

framework…

… identifies the next best 

investment to build capacity

The use cases 

framework …

… identifies 

multi-pathogen 

genomics 

applications

The genomics costing 

tool…

… calculates pathogen-

agnostic genomics lab 

costs

The global investment 

case…

…advocates for more and 

better funding at the global 

level

M&E frameworks…

… support countries 

evaluate their success

Capacity: 

planning, 

implementation 

and evaluation

Data: 

standards, 

analytics 

and  sharing 

Financing: 

resource 

mobilization 

and 

allocation 

Global data sharing 

attributes…

… presents guidelines for 

data sharing platforms

The toolkit 

is created 

by IPSN 

partners, for 

the whole 

network

Bioinformatics 

landscaping…

…Optimize and map 

bioinformatics ecosystem 

workflows

Products that are : WHO- driven Partner- driven IPSN Secretariat-

supported
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Regional Collaboration 
across the Asia-Pacific in 
pathogen genomics

Regional genomics networks: 

• WHO WPRO EMPaCT Network 

• Centre for Pathogen Genomics (CPG) 

• Asia-PGI

• PulseNet Asia-Pacific

Increasing focus on multi-source 
collaborative surveillance – integrating 
genomics within existing surveillance 
systems 



Australian case study: 
Data governance 

ACDC Bill passed 
Parliament on 6 
November 2025
Legal provisions for a 
data sharing declaration

National policy
Sets out the strategic 
view for integrating 
microbial genomics into 
the Australian public 
health system

Source: Australian CDC <cdc.gov.au>



Genomics data sharing 
governance in Australia

AusTrakka is Australia’s 
national genomics surveillance 
platform

Principles
• Integrated governance 
• Strong community
• Permission models
• National collaboration 
• Local access
• Transparency in reporting 

and communication
• Security – policies and 

infrastructure 



Best Practice Governance & 
Stewardship

Clear data governance policies
Strategic objectives, roles, custodianship, licensing, protocols, data standards

Risk and data management
De-identification, controlled access, encryption, security, data standards

Ethical and equitable practices 
FAIR and CARE principles, access and benefits sharing approaches, 

transparency



Best Practice Governance & 
Stewardship

• Treating data as an asset

• Strengthening transparency and trust 

• Data is understood and appropriately used

• Effective management 

• Risk management – minimising risk whilst maximising value

• Overall benefit for using the data to accelerate and ensure actionable public 
health insights and knowledge



Best Practices 
and Technical 
Governance

Dr Kristy Horan 



Case Study: Australia’s COVID-19 
Genomic Surveillance

• Confidentiality
• Where appropriate data 

confidentiality must be maintained
• Integrity

• Data should be accurate and 
trusted

• Accessibility
• Information should be accessible 

to those who require it and are 
authorized to view it.

Integrity

Accessibility

Confidentiality



Case Study: Australia’s COVID-19 
Genomic Surveillance

Disjointed sharing practices Inconsistent metadata

Separate analyses Errors and inconsistency

Delayed public 
health reponse

• Unified and impactful public 
health response required
• Share sequences and 

associated metadata 
securely.

• Metadata was consistent
• Analysis outcomes were 

harmonized.



Case Study: Australia’s COVID-19 
Genomic Surveillance

• Scaled up rapidly in the early days of the pandemic
• Governance for SARS-CoV2 surveillance was endorsed by CDGN/PHLN and 

AHPPC in Oct 2020.



Global Platforms: ENA, NCBI, 
GISAID & Others

Private

• Users are approved and part of designated organisations
• No one expect laboratories can access derived data or metadata
• Only Data owner can access sequence data 
• No public access to any data

GISAID

• Users must register and accept terms of use
• No dissemination of data to anyone who is not an authorised user ie cannot be made public.

• Derived data and metadata is publicly visible in the web-portal
• Sequence data cannot be accessed without an account

INSDC (ncbi, 
ena)

• No access controls to view sequence or associated metadata
• These are completely public
• You do need an account to upload or modify data



Global Platforms: ENA, NCBI, 
GISAID & Others

Private

• Expert curation by laboratory users
• Extensive metadata to aid in interpretations

GISAID

• User/owner maintained metadata
• Restricted metadata (preferably not identifying)

INSDC (ncbi, 
ena)

• User/owner maintained metadata
• Very limited metadata to avoid re-identification (often year collected, country, 

source)



Global Platforms: ENA, NCBI, 
GISAID & Others

Private

• Sequence data is only accessible to sequence owner/contributor.
• Access to sequence data must be requested and granted by owner (access is not otherwise 

possible).

GISAID

• Sequence data can be accessed by any registered user.
• Research, validation

• You explicitly agree to involve the sequence owners in any further research.

INSDC (ncbi, 
ena)

• Sequence data can be accessed by anyone
• Any reuse or publication of results derived from the sequences should be attributed to the 

sequence owner/contributor 



Technical Standards & Interoperability

• Protocols and guidelines
• PHA4GE data standards
• DataHarmonizer – convert 

data to be compatible with 
INSDC sites.

• FHIR
• Specification allowing for 

sharing of metadata

Source: Wilkinson et al. (Nature, 2016); https://www.go-fair.org/fair-principles/



Technical Standards & Interoperability

• Interoperability
• Does not mean everything 

has to be the same.
• Metadata content should 

represent consistent 
features of a sequence or 
sample.

• Sequence identifiers
• Data itegrity

Source: Wilkinson et al. (Nature, 2016); https://www.go-fair.org/fair-principles/



Ethical risk management

• Custodianship of data
• Responsibility to ensure that sharing of sequence and associated 

metadata does not detrimentally impact stakeholders (patients, lab, 
business, hospitals, country)

• Using data from public resources
• Data source attribution.
• The allows for benefit of public data to go both ways.

• Collaboration with data submitters.
• Re-identification of patient or business
• Particularly problematic in the context of STI or other diseases with a 

degree of social stigma



Ethical risk management

• Deidentification
• Personally identifying information (PII) can lead to reidentification of an 

individual
• Additive
• Identifier alone may mean nothing without additional access to other systems
• Identifier + disease + DOB -> could lead to re-identification

• What you choose to share may differ per pathogen
• Consider what is the minimum amount of data required for the purpose of 

sharing
• For a private system to determine an outbreak the need for some epidemiological 

data such as Age-range (instead of DOB) or LGA instead of postcode.
• Public system perhaps just country and year of collection.



Summary



Data governance summary

• International agreements seek to promote ethical and equitable data, 
access and benefit sharing between countries. 

• The development of strategies, guidance documents and tools are 
aimed at supporting all countries with navigating the complexities of 
integrating new technologies into their existing health systems.

• Growing emphasis on the development of technological solutions that 
mitigate risks and challenges in data sharing and collaboration and lower 
the barrier to entry. 



Data governance summary

• National governance frameworks are needed to implement and translate 
international legal frameworks into domestic environments.

• Collaborative surveillance is supported by international networks (IPSN), 
platforms (NCBI, ENA etc.) and tools. 

• Above all, data governance is underpinned by ethical principles that build 
trust, transparency, equity and confidence. 
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